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What is IAMRiverside
and Why is it Needed Right Now?

e What: IT architecture that
powers identity and access
management (IAM) at UCR

e Why Now: The current IAM
architecture is end-of-life and
poses serious security risks

e When: March 2023




What is IAMRiverside
and Who is Affected?

e Who:

Dept Admins

Org Admins

Central Offices

UCPath CSC

SSC

Those with eForms roles
Those with eDir permissions
Those with TNS roles

ITS
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What is Changing What is Changing  What is Going Away

Form Function Redundant Systems
Processes will be Though look and feel are Enterprise Directory,
performed from within the different, functionality is eForms, and Temporary
new IAMRiverside user the same (with some NetID System are all being
interface added optional functions) decommissioned
Form fields may look o Note: UCLC Supplemental
different, as workflows Permlssmns Profile Tool should be used
have been simplified for UCLC access

If you could perform the
. function in eDir or eForms, Note: Basic user profile
creatmg NeW Netlns you can perform it within info can be viewed at

Ability to create a NetID IAMRiverside profiles.ucr.edu
has been decoupled from

UCPath for agility Access managed by EACS

remains unchanged



Future Provisioning Process
O

Department < -’ New Hire Tk'cft‘.et
. in s ticketing
AUthorlzed system (include
Person AMRi d person’s NetID)
iverside
Person Account \3/
Request
Shared Fill out the New
Service Hire Template
in UCPath
Center (provide the NetID)
- ) Net ID Yes Initiate workflow
Matching and notify SSC
Process 6 or Department
Keep ID
v No N . and disable
L. Provision o) =30 days VS g =90 days the accounts
IAMRiverside the identity (LDAP record, UCR
email, access to
v wireless, VPN, DUO)
Provision the accounts Yes 8 Populate attributes
(LDAP record, UCR email, access — 1'2.80 _’{ Ingest Nt of the NetID with data
tﬁ wireless,)VPN, DUO based on received 1-280 from 1-280 and adjust roles
the request (audit and verify roles etc)
7
Process Send 1-280
UCPath New Hire 0 UCR

Template




Preview - Profile Management
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REQUESTS PROFILE MANAGEMENT MY PROFILE
PROFILES

Monday, December 19, 2022

= e
- i

Emp o Working Title Home Dept Code  Department
Affite Viating Junior Specelat 001004 Eleciical & Computer Eng
Secondary Working Title Second Oept ‘Ir":“ Secondary Department
%

Title Code Description
Titie Code UNK Tise Code

UCR et Temp Password (8 characters) Tomp Password Set
ponGHOH |9 i 097202022 1056 AM

want to manage

O Office365 (Microsoft) Exchange O other
© R'Mail (Google) O o Email e Update Personal Information
dongho.ha Gonghon@rmaidrop ucr edy
Email Type: |Select v o Confidential Flag: |Select v
Phone No Type Nickname: Business Phone: | 1231231234
(951) 827-9347 Prmary Remove/ Edit Max 10 characters with no spaces.
Working Title: [ New Title
jadaresses ___________ — ]
_— ]
Bidg Floor Room Type
Oft Campus:
Street City st ZipCode Type
)
swervisor | 0 SubmitRequest
Name UCR NetiD Type Enter ts below, then cli Request.
prp—— =]
Other Alias History QOther Alias Definition
[empioyeaprivs e | SlEiEE
O super Admin ® tone O Yes @ nNo




Preview - NetID Creation in IAMRiverside

UNIVERSITY OF CALIFORNIA

UCRIVERSIBE! eForms

[@Rlvmsme

Request for Central Authentication Services (CAS) Use PROFILE MANAGEMENT MY PROFILE

o Select A User

Transactor Name: Jack Cui
Email: jackcui@ucr.edu
Phone: (951) 827-2957
Contact: Josee Larochelle

Accountability Structure: [oRG21

Contact First Name. ‘ |

Contact Last Name: P
‘ Gontzct Office Bione 951.827.2057 Select the users for whom you want to request access. [ Include Self
Contact Title. ‘ Contact Cell Phone: 951.827-2957
Contact Office Phone: | Contact Home Phone: 951.827.2957 The selected users are shown below.
Gontact Cell Phone: | Contact Email: jackcui@ucr.edu
Start D. Search Create A New User
Contact Home Phone: | tart Date: 06/01/2008 earch:

‘ End Date: 5/31/2009
Description and Purpose of Application/Website: eForms application

Contact Email.

o User Type

Start Date: | Account Type:
L Application/Website Address: http://eforms.ucr.edu NEX ‘Affate Person |
End Date. ‘

Application/Website IP Address: 138.23.222.22
Hardware Description: Dell PowerEdge 2550
Software Description: Microsoft Windows 2000 Server
Other Comments: .
Status: Approved by eForm Owner

Description and Purpose of [

© Personal information

* Fist o * Lt ome: it )

Pt

Niddie Name: Nicknams Sufix
~ * Personsl Emat
Operator: | — — v * Organizsion: | Seect v|  * Depariment: | See “ Business Phone:
Wax 10 Ghavacters wih 2o spoces
Dispatch lBack Main Menu Bulding: | Select v Floor: | &5 v Room: [ Sele v
* Categoryof the | Selact v] % EmeiType: | Selc V@  ExemelEmai ()
History atltion
* 1D Vesfcaton: | Select | ConfdentalFlag: | Select vl Woring Tele
Has he 10 boen verfed?
Date Action By Role Comments
Sponsor Information
05/28/2008, 04:42:29 PM Submit Jack Cui Transactor -
Name. [ Noah DeptAdmin UCR Primary | deptadmin@ecrsdu Onganizaton. [}
05/28/2008, 04:43:42 PM  Approve Jack Cui Departmental Approver Emal
Dapartment. [ * Sponsor's UCR | daptadnin ()
NR/28/9008 04-44-00 DM Annrave _lack Cui O Linit Annrover - NewD

@ TS




Preview - Approval Process for Accounts

UCRIVERSIDE! eForms

Approve eForm Request

o tako acion on a equest, select he requost D,

] ] IS [ T
= T b I3 RIVERSIDE | 55 i
e
e e bvick APPROVALS REQUESTS PROFILE MANAGEMENT MY PROFILE
1-3 Financial Functions/Systems Access; library

Your

pp! Are Being To:

Delegation is currently set to the user shown below.

lain Campus

Suparvisor Name: Jill Hishmeh

Delegate Department Job Title Phone Duration
D01129: C&C Associate Vice Chancellor
Dlrasis al Coraali atkon Nisachon, Nisachon Identity & Access Management INFO SYS SUPY 2 9518271235 01132023 -
(951) 827-7000

Enterprise Directory Administrator NetiD: TERRI If you would Uike to terminate approval request delegation, use the @ button above.
Enterprise Directory Administrator: Theresa McDonald
Human Resources Specialist
(951) 827-6468
Picture ID Type: Valid Drivers License
D Verified By: Theresa McDonald
Human Resources Specialist, tol: (951) 827.6468, fax: (951) 8274541
Verify Date: 08/31/2012
Other Comments: .

Requests marked with the € 1con have been detegated by you. The Icon has a tool tp which Indicates to whom the request was delegated.

Your approval requests are shown below. You may respond to multiple requests using the checkboxes at the left, or individually by clicking the triangle next to each request

Resources submitted By First Name. Last Name Type Time et
Status: Waiting for Organizational Approval

No requests match your search criterla.
Appro
Retum
Comments
o0 Total
APPROVE DENY  REASSIGN
Back || Main Menu
History
Date Action By Role Comments
083172012, 10.5524AM Approve Jack Cui &Form Departmental Approver -

0873112012, 105421AM Submit  Theresa McDonald eForm Transactor -

row(s) 1-20f2




IAMRiverside Timeline

Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr

Workshops
Initial
Design
Final Design
Fischer Implementation

Technical Testing UAT

Prod Env
Set up

Support Post

Go-Live




Resources
to Support Me and My Team

e Step-by-step guidance on how to perform functions in IAMRiverside will be
available in the ITS Knowledge Base prior to Go Live

e An overview video and “train the trainer” sessions will be recorded and made
available to those on the iamriverside@lists.ucr.edu mailing list (join on the ITS
website)

e Please reach out to the Central Offices and UCPath Campus Support Center (CSC)
for policy guidance/resources


mailto:iamriverside@lists.ucr.edu

Find info and resources at
its.ucr.edu/iamriverside

(web page is updated regularly to include resources as they become available)
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Questions?






